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WEVE BEEN TRYING FOR DECADES TO MAYBE WE SHOULD TRY

GWE PEOPLE GOOD SIECURITYHDVICE. TO GWE BAP ADVICE?

BUT IN RETROSPECT, LOTS OF THE IGUEGS ms

TIPS ACTUALLY mDE(THFNGﬁ WORSE. \JOETH Pl SHOT.
SECURITY TIPS

(PRINT QUT THIS LIST AND KEEP 1T
IN YOUR BANK SAFE DEPOSIT BOX)

* DON'T CLICK LINKS To WEBSITES

* USE PRIME NUMBERS IN YOUR PASSWORD

* CHANGE YOUR PASSIJORD MANAGER MONTHLY

* HOLD YOUR BREATH WHILE CROSSING THE BORDER

* INSTALL A SECURE FONT

* USE A 2-FACTOR SIMOKE DETECTOR

* CHANGE YOUR MAIDEN NAME REGULARLY

* PUT STRANGE USB DRIVES IN A BAG OF RICE OVERNIGHT
* USE SPECIAL CHARACTERS LIKE & AND %

= ONLY' READ CONTENT PUBLISHED THROUGH TOR.COM

* USE A BURNER'S PHONE

* GET AN SSL CERTIFICATE AND STORE IT IN A SAFE PLACE

* IF A BORDER GURRD ASKS T EXAMINE YOUR LAPTOR YOU
HAVE A LEGAL RIGHT To CHALLENGE THEM TO A CHESS
GAME FOR YOUR SOUL.

k. Safer
L ¢ Internet
“ L:.,-;_Jy Day 2019

Mali yia éva kaAutepo internet




Kwadikol - Passwords

e https://haveibeenpwned.com

e [liotomoinon 2 Bnudatwy - 2 factor auth

e Alaxelplotec Kwoikwyv - Password Managers
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PASSWJORD ENTROPY |5
RARELY RELEVANT. THE
REAL MOCERN DAnGER
15 PASSWORD REUSE.

I

SET UP AWEBSERVICE
TO Do SOMETHING SIMPLE,
LIKE IMAGE HOSTING OR
WEET SYWNDICATION, S0
A FEW MILLICN PEORLE
SET UP FREE AOCOUNTS,

s

BAM, YOUVE GOT A
FEW MILLION EMAILS,
DEFANT USERNAMES,
AND PRSSWORDS.
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https://haveibeenpwned.com/

AvTiypapa Ao@alAegiag - Backups

Online (0xL evaioBnTa 6edopeva):
dropbox, google drive, ms one drive, idrive

Offline;
USB sticks, ...

Kputttoypagnon, Evnuepwoelg AoyLopLKoU

-Ransomware, ekfLtacpol
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EVOXANTIKO TTEPIEXOUEVO

e YouTube

o [leploplopevn npoofaon - Restricted mode
o Avagopad/Aev evdlapepopal - Report/Not interested

e Google AopaAng avadntnon - Safe search

e Email
o Emonuavon pynvupdtwy wg averubupunta - Report spam
o Katapynon eyypaeng - Unsubscribe
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Ala@nuioeig - Id1IwTIKOTNTA

Youronlinechoices.com

Aboutads.info

|10LwTIKA tEPLynon -Private browsing
PuBuiocelg 1OlwTtikoTNTAG - Privacy settings

LYAMOIOZ TEXNOAOIIAZ BPAKHZ

www.techthrace.com

THE GREAT THING ABOUT
DIGITAL DATA IS THAT
IT NEVER DEGRADES.

i

HARD DRIVES FAIL,
OF COURSE, BUT THER
BITs (W BE (OFIED
FOREVER LITHOUT L0,

]

FILM DEGRADES, FAINT

CRACKS, BUT A (DPY OF A
CENTURY-OLD DATA FILE IS
IDENTICAL T THE ORIGINAL.

F HMANITY HAS A
PERMANENT RECORD
WE ARE THE FIRST
GENERATION IN [T

AMAZING
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