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APIEMANAGEMENT

GENERAL

OAuth2 API key & URL

Creating your own application that requires access to Nuki?

OAuth2 APl key

F *KGiRYL 8EPh

OAuth2 redirect URL

Nuki Advanced API Integration

Here you can apply for your OAuth2 API Secret or expanded access to our Advanced API Integration (for software suppliers).

Apply for Advanced API Integration

API tokens

AP tokens provide full access to Nuki, so keep them safe.

Generate API token

steth_rocketchat_robot API_token_name
test_token_viewlLocksAndEventsOnly

TestToken

Deactivate Nuki Web API

Deactivating the Nuki Web APl immediately renders it unusable and deletes all AP| tokens.

Deactivate Nuki Web API



GENERAL

OAuth2 API key & URL

X Generate new API token Save

API token name

test_token_viewLocksAndEventsOnly

AP| token

43a5b

Which rights would you like to grant this token?

[C] View and manage account Bevvare suppliers).
[C] View and manage notifications
[[] Create devices
[[] View and edit devices
" View devices
[C] Operate devices
|:| View and manage authorizations

D Manage device configuration

+ View activity logs and get log notifications

Deactivating the Nuki Web APl immediately renders it unusable and deletes all AP tokens.
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SmartlockLog

/smartlock/log Get a list of smartlock logs for all of your smartlocks

/smartlock/{smartlockId}/log Get a list of smartlock logs

The action: The trigger:
' D .. system
I .. manual

"id": "64f8b133b8d4776fd3870049",
"smartlockld": 11000000001,
"deviceType": 4,

"authld": "61e8457c8021a21d0b5edc96",
"name": "Sakis",

"action": 2,

"trigger": O,

"state": O,

"autoUnlock": false,

"date": "2023-09-06T17:04:35.000Z",

\ "source": 0

2

5 .. app (type=1 only)
6 .. continuous mode (type=2

only)
7 .. accessory (type=3 only)




Notification A\

/notification Get all notifications attached to your account

/notification Create a notification configuration

£1= /notification/{notificationId} Get a notification configuration vV B

/notification/{notificationId} Update a notification configuration

‘ m /notification/{notificationId} Delete a notification configuration N 1:1




PUT v https:/fapl.nuk.io/notification

Params  Headers Bodye

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON - Beautify

1

2 "referenceld”: - "test.steth.gr",
3 "pushId": - "https://iot2.steth.gr/test.php”,

4 "secret™: . "Bd41al87c3954F886f9de3alBc2ef22dfBeaclse”,

5 "os": 2,

6 "language”: "en",

7 "status": 1,

kS "settings": [

9 {

1a "smartlockId": 118028088081,

"tripgerEvents"”: [ "lock", - "unlock", "unlatch”, "lockngo", -"open", "ring*,  "doorsensor”, "warnings" -]

Body Headers (14) Status code 200 0K

Pretty Raw Preview JSON -~ =] @ Q
1 f I
2 "notificationId™: "653d547d4d3faablE@38bFba",

3 “"referenceld”: "test.steth.gr",

4 "pushId": "https://iot2.steth.gr/test.php”,

5 "secret”: "8d41al37c3954f8869de3ladBc2ef22df@eacloa”,
[ "os": 2,

7 "language™: "en",

8 "status": 1,

9 "lastActiveDate”: "2023-109-25T22:89:29.269I",

10 "settings": [

11 {

12 "smartlockId": 1l@e@eeeeel,

13 "triggerEvents": [

14 "lock",

15 "unlock”,

16 "unlatch”,

17 "lockngo”,

18 "open”,

\ 19 "ring",

208 "doorsensor”,
pal "warnings"

22 1
23 ¥
24 ]

s ff T ~\
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Key Value Description

Authorization Bearer 8837

Postman-Token

<calculated when request is sent>

Content-Type applicationfjson

"refterenceld”: "test.steth.gr",
"pushId”: . "https://iot2.steth.gr/test. php",
"secret™: - "Bdd1al87c3954T886f9de3aB8clet22diBeaclon”,
"os":-2,
"language": - "en",
"status":-1,
"settings": [
i
"smartlockId®: 1188286808081,
"triggerEvents™: - [ - "lock", - "unlock™, - "umlatch”, - "lockngo”, - "open”,  “ring”, - "doorsensor"”, - "warnings"”- ]
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Body Headers (14)

=

1|
DB w A s W ha lg
I=

Raw Preview JSON -~ =2

"notificationId™: "653d847d4d3faabli838bfbo",
"referenceld”: "test.steth.gr",

"pushId": "https://iot2.steth.grs/test.php",

"secret": "Bd41al37c3954f8B6F0de3aBBclef22dfReaclna",

os": 2,
"language™: "en”,
"status": 1,
"lastActiveDate™: "2823-18-28T22:8@:29.2607",
"settings": [
{
"smartlockId”: 11@88080801,
"triggerEvents": [
"lock",
"unlock",
"unlatch”,
"lockngo”,
"open"”,
"ring",
"doorsensor"”,
"warnings"



TESTING WEB HOOK

TEST.PHP

/¢ Check if the reguest method is POST

if i$_5ER¥ER['R QUEST METHOD'] === 'PO5T')
ff Get the raw POST data
SrawPostData =

N L B

[}

-]

/f Define the file path 1 it 1 i ata
$filePath = 'raw pos

X s

=
[}

f ¢/ Bppend the raw POST
file put contents($filePa

} oelse {

=i
o

ff If the request method is not POST, return an error messag
http response code <’ ; // Method Not Allowed
echo "This

B
LT s |




{

"event": "SmartlockLog",
"message": "Nuki Web (demo@yahoo.com) locked \"STETH\".",
"data": {
"id": "651ec72d8fb264451a099e17",
"smartlockld": 11000000001,
"deviceType": 4,
"authld": "61bd99c6f01cf357a1929e4b",
"name": "Nuki Web (demo@yahoo.com)",
"action": 2,
“trigger": 0,
"state": O,
"autoUnlock": false,
"date": "2023-09-23T11:08:29.000Z",
"source": 0
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Administration X Users & New = Invite Add User

£ Go fully featured o Q Name

StethBot

@ Workspace

Name & Username & Email $ Status &

& Registration — )
‘-_ Poll poll.bot — app Online Username

[ Engagement StethBot @

@ Moderation Beta ’
Email

@ Federation stethbot@steth.gr
# Rooms
Verified [ ]
& Users
Status Message
&' Invites
a
& User status
Bio
& Permissions
a
D Device management

K|

Email inboxes Alpha

[

Mailer Nickname

o]

Third-party legin
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S .
[i'l Import
B Logs Reguire password change .
Q) Sounds Set random password and send by email .
@ Emaji
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o= .
<= Settings user X bot X Sel n v
\ Join default channels [ ]
Send welcome email [ ]
Reset Save
Items per page: 25 50 100 Showing results 1-2of2 ¢ 1 >




Administration

£ Go fully featured
(0] Workspace

& Registration

[il) Engagement

@ Moderation

@ Federation

# Rooms

& Users

& Invites

& User status

& Permissions

|:| Device management
Email inboxes
Mailer

[€& Third-party login
< Integrations

23] Import
B Logs
) Sounds

® Emoji

i

Settings

Permissions

Settings

Name

Manage Omnichannel Agents
Manage Omnichannel Departments
Manage Omnichannel Managers
Manage Moderation Actions
Manage OAuth Apps

Manage Outgoing Integrations
Manage Own Incoming Integrations
Manage Own Qutgoing Integrations
Change Some Settings

Manage Sounds

Manage User Status

Manage Voip Call Settings

Manage Voip Contact Center Settings
Mention All

Mention Here

Impersonate Other Users

Allow file upload on mobile devices
Mute User

On Hold Omnichannel Room

On Hold Others Omnichannel Room
Pin Message

Post ReadOnly

Preview Public Channel

Register On Cloud

Iterns per page: 25 50 100

& Admin

E EEEEEEE O AEEEEEEEEEEEEEAE

Admin

& Moderator

Oo0RROORODO0ORROO0OO0O0OODOOOOO0ODO

Moderator

& Leader

Oo0oooooooooooo0oooo0Oonnn

Leader

& Owner

Oo0RRO0O0D0ORRROO00O000O0OCOOOO0O0O0O0O

Owner

2 user

OrRIDJD0DO0O0O0D0O OO0 0OO0O0OOCOOOOOODO

user

£ bot

I I Y I A < I 0 R I O A R I i S R

£ guest

ODooo0oD0oooooooDooo0oDooondndon

guest

£ anonymous

OR0J000000000000000O00O000000

anonymous

& Livechat Agent

ODo0o00o0s 0000000 ooodndon

o

£ Livechat Manager

OO OD0D0OD0ODOEE 000000008 K

=

Livechat Agent D Livechat Manager

O
O

I Y A A B A I I O R I R R O

Showing results 1-1000f 169 < 1 2 >



[ @ Q@ =B

@ StethBot
online

Account X Personal Access Tokens

2 Profile

Status

L
® online == Preferences

|:| lgnore Two Factor Authentication

Q away
8 Security Personal Access Two Factor

@ bus
Y Token Name Created at Last token part Authentication
O offline
@, Personal Access Tokens ) o
® Custom Status bottoken September 16, 20... ..XCIIR- Require A E

‘ﬁ’ Accessibility & appearance

Account

=]
(=]

Profile

o—
== Preferences

‘fr Accessibility & appearance
E> Logout

© Personal Access Token successfully gener... X

Please save your token carefully as you will no longer be able to view it afterwards.
Token: yosEgP1ife BeLNLwx6cgF_9hxOguaho 12z
Your user Id: vTTWd6m Dn2WB

\ Ok p




Key Value Description
X-Auth-Token 000000000000000000000000000000000000000000

X-User-Id 00000000000000000

Content-type applicationfjson

"channel™: - "#5teth-DoorLog™,
"text™:."This.is.a-test!"

i







< ?php
ff Check if the request method is POST
—lif (% SERVER['REQUEST METHCD'] === 'POST')
Get the raw POST data as JS5ON

SrawPostData = file get contents|('php://1

Decode the J50N data

SpostData = json decode($rawPostData, true);

/ Check if the JS50N decoding was successful
if (SpostData === null)
http response code | }:
echo "Invalid J5CN data
else

else
If the request method is not POST, return a
http response code | y: F/ Method Not Allowed
dp =pts POST 1eSLS3

echo "This endpoint only acce

T I w ]

https: / /github.com /TechnologyClubOfThrace /nuki-rocket.chat-handler




{

"event": "SmartlockLog",
"message": "Nuki Web (demo@yahoo.com) locked \"STETH\".",
"data": {
{{ Extract the "message” and "date" fields "id": "651ec72d8fb264451a099e17",
tmeszage = SpostDatal 1: "SﬁEHﬂOCHd"leOOOOOOOOl,
Sdate = SpostData[ 10 1: "deviceType": 4,
"authld": "61bd99c6f01cf357a1929e4b",
"name": "Nuki Web (demo@yahoo.com)”,
"action": 2,
“"trigger": 0,
"state": 0,
"autoUnlock™: false,
"date™: "2023-09-23T11:08:29.000Z",
"source": 0

f Format The Jdate

SformattedDate = date( , Strtotime (Sdate) ) :

https: / /github.com /TechnologyClubOfThrace /nuki-rocket.chat-handler



"channel™ :
"tex

SformattedDate,

Convert the data to JS0OH

$jsonData = json encode|Sdata);

£ r
theaders [ X-Auth-Token DOGO00000000000000000000000000B00000000000
H-User-ld 00000000000000000

Content-type application/jsan

= "POST',
> implode ("‘\z'n", Sheaders),
== SjsonData,

Perform the POST request and capture the response
Sresponse = file get contents($url, false, Scontext):

https: / /github.com /TechnologyClubOfThrace /nuki-rocket.chat-handler
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